[image: ]

SECTION 28 05 15 (or 27 22 19)
VIDEO SECURITY SURVEILLANCE MANAGEMENT SYSTEM
Servers for Electronic Safety and Security (or Data Communications Servers)

Copyright 2024 Hanwha Vision America - All rights reserved


WISENET WAVE Enterprise 1U 4-Bay Rack-mount Video Recording Server


DIVISION 28 – ELECTRONIC SAFETY AND SECURITY
Notes to Specifier: 
1. Where several alternative parameters or specifications exist, or where, the specifier has the option of selecting and inserting text, such choices are presented in <bold text>. 

2. Explanatory notes and comments are presented in italic text. 



VIDEO RECORDING SERVER
Part 1 GENERAL 

1.1 Summary 
A. This specification describes a 1RU rack-mount enterprise class video recording/multi-purpose server with capacity up to 80TB of RAW storage. 

1.2 Related Requirements 
A. 23 00 00 Heating, Ventilating, and Air Conditioning (HVAC) 
1. 23 70 00 Central HVAC Equipment 

23 80 00 Decentralized HVAC Equipment 
B. 27 00 00 Communications 
1. 27 05 00 Common Work Results for Communications
2. 27 11 16 Communications Cabinets, Racks. Frames, and Enclosures 
3. 27 15 01 Communications Horizontal Cabling Applications 
a. 27 15 01.13 Video Surveillance Communications Conductors and Cables 
4. 27 21 00 Data Communications Network Equipment 
C. 28 01 00 Operation and Maintenance of Electronic Safety and Security 
1. 28 01 20 Operation and Maintenance of Video Surveillance
D. 28 05 00 Common Work Results for Electronic Safety and Security
	1. 28 05 07		Power Sources for Electronic Safety and Security
	2. 28 05 09 		Surge Protection for Electronic Safety and Security
	3. 28 05 11		Cyber Security Requirements for Electronic Safety and Security
	4. 28 05 17 		Workstations for Electronic Safety and Security
	5. 28 05 19		Storage Appliances for Electronic Safety and Security
	6. 28 05 31 		Communications Equipment for Electronic Safety and Security
	7. 28 05 45 		Systems Integration and Unified Systems
E. 28 06 00 		Schedules for Electronic Safety and Security
F. 28 08 00 		Commissioning of Electronic Safety and Security
G. 28 20 00		Video Surveillance

1.3 References	
	
A. Abbreviations 
1. Gb/s - Gigabit per second 
2. GigE - Gigabit Ethernet 
3. GB - Gigabyte 
4. HDD - Hard Disk Drive
5. iKVM - Integrated Remote Server Management for Keyboard-Video-Mouse over internet 
6. IPMI 2.0 – Intelligent Platform Management Interface 
7. LAN - Local Area Network 
8. LOM – LAN on Motherboard 
9. LRDIMM - Load-Reduced Dual Inline Memory Module 
10. NAS- Network Attached Storage 
11. NFS - Network File System 
12. NIC - Network Interface Controller (or Card) 
13. PCIe - PCI (Peripheral Component Interconnect) Express 
14. MegaRAID – Broadcom RAID Controller 
15. NVMe – Non-Volatile Memory Express 
16. RAID - Redundant Array of Independent Disks 
17. SATA - Serial Advanced Technology Attachment 
18. SAS - Serial-attached SCSI 
19. SCSI - Small Computer System Interface 
20. SFP - Small Form Factor Pluggable 
21. SSD - Solid State Drive 
22. TB - Terabyte 
23. VMS - Video Management Software 
B. Reference Standards 
1. Institute of Electronic and Electrical Engineers (IEEE) 802.3 standards 
2. FCC - Code of Federal Regulations, Title 47, Part15 
C. Definitions 
1. iKVM – iKVM is supported by the IPMI management chip on the motherboard. It enables effective remote management by providing Keyboard-Video-Mouse over the Internet via a browser. It is compliant with IPMI 2.0 and offers an OS-independent, cross-platform interface for monitoring the server system, including temperature, voltage, fan status etc. 
2. Cloud Connector – Cloud Connector is developed by Rasilient designed to facilitate off-site Cloud storage and Emergency Cloud recording. There is an external version with USB interface, and an internal version as part of the Rasilient Recording Server. 
3. Horizon-2 Internet Portal – The Horizon-2 Internet Portal, provided by Rasilient, collaborates with Cloud Connector to authenticate the user and allow continuously monitor the health of recording servers 24/7 and send email alerts as needed. 
4. M.2 – Formerly known as NGFF ("Next-Generation Form Factor"), an expansion slot/form factor that can interface with SATA 3.0, PCI Express 4.0, and USB 3.0. 

	
	

	1.4 Submittals

	


      1. Informational Submittals 
A. Product Data 
1) Manufacturer product data sheets 
2) Manufacturer product instructions, and installation and operating manuals 
B. Shop Drawings 


      2. Closeout Submittals 
A. Final listing of devices and settings 
B. Complete set of supplier’s operating instructions, installation instructions, and troubleshooting                   guide. 
C. Recommended spare parts list. 
      3. Quality Assurance 
A. Contractor qualifications: minimum of 2 (two) years system design, engineering supervision, and installation experience in the security or information technology industry. 
B. Manufacturer qualifications 
a. The Manufacturer shall have a minimum of 5 years of manufacturing, selling and supporting systems of the type described herein and provide evidence of successful installations acceptable to the Owner. 
      4. Product Delivery, Storage, and Handling 
A. Acceptance: Upon delivery to the site, the Contractor shall inspect all products and materials for any damage. 
1.5 Project Conditions 
A. Maintain environmental conditions (temperature, humidity, and ventilation) within limits recommended by the manufacturer. 
1.6 Warranty and Support 

A. Manufacturer shall provide a five-year, on-site, next business day warranty, with a “Keep Your Hard Drive” option, and emergency cloud recording option. 
Keep Your Hard Drive is defined as: In the event of a drive failure, a replacement drive shall be provided, and the faulty drive shall remain on premise.
END OF SECTION











Part 2	PRODUCTS
2.1   MANUFACTURER
Acceptable Manufacturer: Hanwha Vision, which is located at: 500 Frank W. Burr Blvd.; Teaneck, NJ 07666; Toll Free Tel: 877-213-1222; Fax: 201-373-0124; Email:request info (customerservice@hanwha.com); Web:https://www.hanwhavisionamerica.com
Requests for substitutions will be considered in accordance with provisions of Section 01 60 00 - Product Requirements.
Products
1U 4-Bay Enterprise Video Recording Server – WRR-P-E201W2, WRR-P-E201L2, WRR-P-E201S2
2.2   Description
A. The Video Recording/Multi-Purpose Server (“Recording Server”) shall be an enterprise class 1U rack-mount server providing storage scalability up to 80TB.
B. The Manufacturer shall certify that the Recording Server has been designed and built for the purpose of recording surveillance video.
C. The Recording Server shall provide the capability for remote management, disaster recovery, and critical resource management.
D. The Recording server shall have dual dedicated operating system and RAID 1 power-protected SSDs to facilitate accelerated boot, application load-times, RAID 1 protection and power protection.
E. The Recording Server shall have redundant, hot-swappable, storage drives, cooling fans, and power supplies.
F. Video Storage
1. Hard Drive Bays
a. Number (4) 3.5” HDD Hot swappable Bays
b. Type: SAS or SATA
2. SAS Drives
a. Size: 3.5”
b. Capacity 12TB, 16TB, or 20TB per drive
c. Speed 7200rpm
3. SATA Drives
a. Size: 3.5”
b. Capacity 4TB, 8TB per drive
c. Speed 7200rpm
4. High-Performance SATA HDD
a. Size: 3.5”
b. Capacity: N/A
c. Speed: 6G
5. High-Performance SAS HDD
a. Size: 3.5”
b. Capacity: N/A
c. Speed: 12G
G. Processor(s)
1. Intel Xeon 6333P
a. Properties: 6 Cores, 12 Threads, 3.10 GHz
H. Operating System
1. Software:	Windows 11 IoT LTSC 2024, Windows server 2022, Ubuntu 22.04
2. Drives:	2 x 480GB M.2 SATA power protected SSD, RAID1
A power-protected SSD ensures that no data loss occurs when power is lost, thereby
Protecting data in transit for the OS, file systems, and VMS.
I. Video Management System
1. The Recording server shall have the VMS pre-installed and configured at the assembly location.
2. VMS shall be installed in the OS drive with RAID1 power protected SSDS for protection and speed.
J. Rasilient software and cloud suit
1. Cloud connector- Cloud connector is developed by Rasilient designed to facilitate off-site Cloud storage and Emergency Cloud recording.  The internal Cloud Connector is included as part of the Recording server. Server shall provide the capability for remote management, disaster recovery, and critical resource management. 
2. Horizon-2- The Horizon-2 Internet Portal, provided by Rasilient, collaborates with Cloud Connector to authenticate the user and allow continuously monitor the health of recording servers 24/7 and send email alerts as needed.
K. Memory
1. Standard Configuration: 16GB
2. Maximum Configuration: Up to 128GB
3. RAM (4x DDR5 DIMM Slots)
L. Network Controller
1. Ports:	(2) 1GbE RJ45, (2) 1GbE RJ45 + (2) 10 GbE RJ45 are optional
Expansion:	(1) x 16 (full height/half length) and (1) x 8 (half height/half length)
2. Remote Management: iKVM for KVM -over-internet
3. Additional Ports: (1) Management (IPMI)
4. Video Output: (1) VGA (from AST2600) (3) Mini-DP (from GPU card)
5. USB:	Front: (2) USB 3.2, Rear (2) USB 3.2
6. COM port:	RS232
M. Redundancy and Resilience
1. RAID levels
a. Levels supported:	OS RAID: 0,1 & Data RAID 0, 1, 5, 6, 10
b. Controller:		Broadcom Megarad 9x60-4i
N. Electrical
1. Power 100-240 V AC, auto-ranging
a. Power Supplies:	(1) Redundant 450W (100-240VAC) Platinum
b. Heat Dissipation: 	1725 BTU/hr max
O. Mechanical 
1. Dimensions (w x d x h):	17.5” x 19.6” x 1.7” / 444 x 498 x 44 mm
2. Weight:			50 lbs. (23 kg) max
3. Form factor:			1u Rackmount
4. Rack Support:		Rail Kit
P. Environmental
1. Operating temperature:	(Min) 50 F- (Max) 95 F (Min) 10 C – (Max) 35 C
2. Operating humidity:		10 – 80% non-condensing
End of Section

PART 1 EXECUTION 
0. PREPARATION
0. System Integrator: Confirm the solution proposal planning and design with the installing contractor.
0. The network design and configuration to be verified for compatibility and performance with the input/output devices.
0. Network Configuration: Tested and qualified by Contractor prior to remote device installation.
0. Equipment to be tested and configured in accordance with instructions provided by the System Integrator prior to installation.
0. All software found in products shall include the latest and most up-to-date cyber security patches provided by the manufacturer, or of a version as specified by the provider of the Video Management System (VMS).
0. All equipment requiring users to log on using a password to be configured with user/site-specific password/passwords. No system/product default passwords shall be allowed.
0. Confirm hardware will be stored in an environment where temperature and humidity are in the range specified by the Manufacturer.
3.2	VIDEO SURVEILLANCE SYSTEM INSTALLATION, NECESSARY MOUNTING ACCESSORIES, AND PROGRAMMING
0. Install products per manufacturer's recommendations and approved submittals.
7. Comply with documentation provided by the System Integrator to ensure all steps have been taken to provide a reliable, easy-to-operate system.
0. Contractor personnel must comply with all applicable state and local licensing requirements.
0. Before permanent installation of the system, the Contractor will test the system in conditions simulating the final installed environment witnessed by the System Integrator. Adjust as required until proper operation is achieved.
0. Provide and install all equipment, software, materials, and labor to include system programming for a completely operational video management system described herein an included on the Project Drawings.  These specifications and project drawings are complementary in describing the design intent of the security video management system.
0. Before programming, meet with the project owner to determine system programming parameters, camera mounting location, desired field of view, analytics configuration and other system settings required to meet the owners’ needs.
0. Install cameras and other appurtenances level and plumb for a high quality, workman like installation.
0. Provide and install all necessary mounting accessories to include caps, mounts, brackets, pendants, etc. as necessary for the environment to accommodate field of views required by the owner.  Please find the appropriate options here:  https://www.hanwhavisionamerica.com/mount-selector/
0. Install power supplies and other auxiliary components at control stations unless otherwise indicated.
0. If applicable, set PTZ/PTRZ pan unit and pan-and-tilt until stops to suit final camera position and to obtain the field of view required for the camera.  Connect all controls and alarms, and adjust.
0. Aim cameras as directed by engineer and/or owner.  Optimize system settings both day and night for exact field of view, WDR, Day/Night, analytics, etc.
0. Cameras installed supporting critical AI and analytic features shall meet they specified Pixels per foot (PPF) and correct angles to provide optimal performance. These select cameras shall be fully tested and verified by the owner, manufacturer or project engineer and any adjustments shall be made by the contractor and verified.
0. Program camera system head end.  Provide unique on-screen camera identification for all cameras with the following nomenclature:
18. Camera title, date, and time
18. Tours and Salvos (if required)
18. On screen display feature tiles.
18. Individual user settings and rights.
0. Program and verify all systems analytics and AI system parameters as directed by the manufacturer, engineer and/or owner.
0. Set up individual user login settings and/or Active Directory integration as required. 
0. CYBER SECURITY PROTECTION <this section includes best practices and may be completed by the client or another 3rd party contractor>
1. All equipment requiring users to log on using a password to be configured with user/site-specific password/passwords. No system/product default passwords shall be allowed. Contractor shall implement all camera manufacturer’s cyber security recommendations and configurations, following industry best practices per the camera manufacturer Cyber Hardening Guide.
1. Document that all cameras do not have a default password.
1. Document that all cameras have the latest firmware (cyber security patches) installed.
1. All unused camera ports shall be disabled.
1. Back up all camera settings and provide file to owner.
1. Document that all servers and work stations have the latest Operating System (OS) regarding cyber security patches.
1. Document that latest VMS version that is installed on all servers and work stations for cyber security protection.
1. Set user permissions and rules in VMS as outlined in client’s cyber security policy or pre-established policies.
1. Unmanaged network switches shall not be used!
8. Physical security systems shall be on separate physical of logical (VLAN) networks from other corporate systems.
8. All unused switch ports shall be disabled
8. The use on additional network filtering such as MAC, IP or 802.11X
1. Ensure that all network devices (switches, Wi-Fi devices, network management apps and etc.) have latest software and do not have default passwords.
1. The Contractor shall provide <2> visits/year for a period of <# years> to provide the following:
10. Verify that camera firmware does not have cyber vulnerabilities and update those that don’t, 
10. Check server and workstation software versions and update all that are needed to maintain cyber security best practices. 
10. Review User Profiles and verify they are up to date, remove or update as necessary.
10. Run a post visit report from Device Manager showing camera FoV and firmware versions.
10. Back up camera settings using Device Manager.
10. Back up VMS settings.
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